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Abstract. IIoT devices are the foundation of the Industrial Internet of Things
(IIoT), including functions such as environmental perception, data processing, and
remote operation. One core advantage of IIoT devices is their remote operation
capability, allowing operators to control them via smart devices from distant lo-
cations. While remote operation greatly enhances flexibility, the resulting security
issues must not be overlooked. Instructions can be tampered with during transmis-
sion. Existing devices can verify the sender’s identity, but a legitimate sender may
still issue non-compliant instructions, impacting safety and efficiency of industrial
production. Most existing access control schemes for IIoT devices are unsuitable
for secure remote operations. They focus on data exchange between devices, ignor-
ing compliance of data content and sender. This paper proposes a policy-hiding
attribute-based access control scheme for secure remote operation of IIoT devices.
It provides fine-grained access control while ensuring safe operation by verifying
sender compliance and instruction content through a compliance policy. Addition-
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ally, policy hiding protects sender privacy. Furthermore, multi-receiver signcryption
is employed to prevent unauthorized tampering with the instructions during trans-
mission. The security analysis substantiates the security of our scheme, while the
performance analysis demonstrates its applicability in IloT scenarios.

Keywords: Access control, IIoT device, secure remote operation, policy-controlled
signature, policy-hiding

Mathematics Subject Classification 2010: 94A60, 94A62, 68M11

1 INTRODUCTION

Industrial Internet of Things (IToT) devices are the supporting information infras-
tructure of the modern intelligent manufacturing industry. In actual industrial pro-
duction, operators and equipment often have a significant physical distance between
them, necessitating the use of IIoT devices with remote operation capabilities. Op-
erators, as senders, use smart devices like mobile phones and computers to remotely
operate IToT devices by sending instructions. There are some security problems
in remote operation, such as sending non-compliant instructions and instruction
tampering.

At present, some scholars have researched the security of equipment and related
instruction data in remote operations [I 2, 3, 4], inferring the legality of instruction
data through the legitimacy of the sender. However, when a legitimate sender sends
non-compliant instructions, judging solely by the sender’s identity can lead to non-
compliant remote operations. We can determine whether the instruction data is
compliant through a compliance policy. But the compliance policy may lead to
information leakage, necessitating its concealment. Ensuring the security of data
transmission is crucial, as attackers may tamper with instructions after compliant
verification, causing devices to exhibit incorrect behavior.

To solve the above problems, we propose a policy-hiding attribute-based access
control scheme for IToT device secure remote operations (PAAC-IIoT). The instruc-
tions and the sender are verified through a control table comprising multiple hidden
compliance policies, ensuring the secure operation of industrial production. The
main contributions of this scheme are as follows:

e Design a policy-hiding, policy-controlled signature for compliant verification of
instruction data. It achieves fine-grained access control for the sender and its
related operations. LSSS matrix and Garbled Bloom Filter (GBF) are employed
to conceal the compliance policy and safeguard the sender’s privacy.

e To prevent tampering and interception in transmission, a multi-verifier signcryp-
tion algorithm is used. Employing password and biometric authentication for
secure user login.
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e Security analysis shows that our scheme is unforgeable under the Random Or-
acle model. Experimental tests indicate that our PAAC-ITIoT scheme has lower
computational overhead in instruction transmission compared to other schemes,
with the overhead of other algorithms being within a reasonable range.

2 RELATED WORK

Recent studies have proposed various advanced access control methods in the field
of IToT to address growing security challenges. Among them, Wang et al. [] pro-
posed an attribute-based access control (ABAC) method combining multi-level hash
authentication and control process modeling of time and task logic to effectively
prevent unauthorized access and illegal operations. Furthermore, Liu et al. [5] pro-
posed a BP-AKAA scheme using blockchain and zero-knowledge proofs to address
cross-domain authentication trust, protect device identity, and support privacy au-
thentication, key agreement, and access control. Usman et al. [6] proposed using
supervised machine learning with SCADA systems to enhance IIoT access control
with neural networks and extreme learning machines. Zhang et al. [7] designed
a decentralized cross-domain access control model using a master-slave chain and
reputation mechanism to improve IIoT access control. Mandal et al. [8] proposed
a certificateless-signcryption three-factor user access control scheme for IoT, en-
abling authorization, authentication, and revocation of users, and direct interaction
with devices. These studies highlight advancements in IToT access control, ensuring
data and resource protection.

Many access control schemes proposed in the literature are either insecure
against various known attacks or inefficient in communication processing. They
often overlook rights management for different instructions across devices in in-
dustrial control system scenarios of the Industrial Internet. To ensure fine-grained
management of instruction permissions and prevent malicious adversaries from hi-
jacking ToT devices due to coarse-grained permission policies, thereby causing losses
in industrial production. Additionally, blockchain technology is incorporated into
the scheme to store instruction data.

3 PRELIMINARIES
3.1 Composite Order Biliner Groups

Boneh et al. [9] proposed a method to construct linear groups of compound order.
In this scheme, three-prime order linear groups are selected to construct policy-
controlled signatures within them. Let G and G denote cyclic multiplicative groups
with the same order N = pgr. Within G, there exist three subgroups: G,, G,
and G,, with generators g,, g,, and g, respectively.Let e : G x G — G presents
three primes composite order bilinear groups mapping.The following four properties
exist for this mapping:
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e Bilinearity: For all g,, g, € G, ¢,d € Z,, exist e(g5, gi) = €(ga, gp)*-

e Nondegenerate: There exist g, € G such that the order of e(g,,9,) in G is N.
o Computability: For all g,, g, € G there exist valid functions to compute e(g,, g)-
o Orthogonality: For any g, € G and g, € G, e(gp, g-) = 1 always holds.

3.2 Bloom Filter

The Bloom filter (BF) is a space-efficient probabilistic data structure introduced by
Burton Howard Bloom in 1970 [10]. It is utilized for determining the presence of an
element in a set. Bloom filters employ a fixed-length bit array and multiple hash
functions. Upon adding an element to the set, the element is hashed to multiple
positions in the array through various hash functions, setting these positions to 1.
When querying whether an element exists in the set, the hash function also calculates
the corresponding positions in the bit array. If all corresponding positions are 1, the
element is deemed to exist in the set. If any position is 0, the element is determined
not to be in the set.

3.3 Fuzzy Extractor

The Fuzzy Extractor (FE) plays a critical role in the security applications of bio-
metrics. This technology primarily transforms the biometric data of the sender or
receiver in the proposed scheme into an encrypted key form for secure storage and
verification. It consists of two algorithms: a key generation algorithm and a key
reconstruction algorithm.

Key generation algorithm. The fuzzy extractor includes an algorithm for gen-
erating the biometric key, typically denoted as Gen(.), which takes as input the
biometric data BIO; of the sender or receiver, derived from a predefined metric
space M. After processing, the algorithm produces a key string o; of length L
bits, and an auxiliary parameter 7; for key reconstruction. This process can be
described by Gen(BIO;) — (o;,7;). Parameters o; and 7; are securely stored in
the memory cell of the sender or receiver device.

Key reconstruction algorithm. The reconstruction key algorithm Rep(.) is re-
sponsible for recovering the original biological key o; from the noisy biometric
data BIO}. The algorithm requires the user to provide the noisy biological infor-
mation BIO;, together with the previously generated auxiliary parameters 7; and
a preset error tolerance threshold ¢. If the Hamming distance between the input
biological information and the original information is not more than ¢, the algo-
rithm will successfully output the original key 7;, denoted as Rep(BIO}, ;) — 0;.

The fault-tolerant mechanism of the fuzzy extractor enables users to successfully
complete the verification process even in the presence of bias in the biometric data.
This mechanism is realized by defining a fault tolerance threshold ¢, ensuring that
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key reconstruction is successful only when the deviation falls within an acceptable

range.

3.4 CDH Hard Problem

In cryptography, the Computational Diffie-Hellman (CDH) problem is defined as
follows: Let G be a finite cyclic group with prime order p, determined by the security
parameter k. For a,b € Z,, there exists an algorithm A that takes as input a triple
(g, 9% ¢°) with the goal of computing g?. If there exists an algorithm A such that,
for a randomly chosen g, the algorithm correctly computes ¢g® with probability
at least £, where ¢ is relative to the random choice of g, then the algorithm A
is said to have an advantage of ¢ in solving the CDH problem in G, denoted as

Pr[A(g, g%, ¢") = g*] > ¢.
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Figure 1. Framework of PAAC-IIoT scheme

Figure [I] shows the framework of the scheme, in which the participants are as

follows:
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Sender: Responsible for sending control instructions, generating relevant proof,
and completing the manipulation of IToT devices.

Supervisor: The Supervisor comprises edge devices responsible for verifying the
compliance of instructions and senders, and transmitting the verified instructions
to the IIoT devices.

Policy maker (PM): It is responsible for formulating the compliance policy in
the control table to regulate the sender’s operation permissions.

Trusted Authority (TA): TA is responsible for the registration of users and the
distribution of keys or certificates to other participants.

Receiver: The receiver consists of IIoT devices with limited computing power and
is responsible for executing instructions sent by the Supervisor.

5 THE PROPOSED PAAC-IIOT SCHEME

5.1 Overview

Symbol Description

PKrpa public key of TA

Mins operation instruction
SK7a private key of TA

D;, C; assist validation code
ATT; sender’s attributes set
Mye ciphertext of operation instruction
Crey sender’s credential

PW; high entropy password
PKg public key of Supervisor
o sender’s signature

SKg private key of Supervisor
TS maz maximum time difference
1D, identity of the sender

TS ow current timestamp

BIO; biometric information
IDg identity of the Supervisor
CT;,DT;, ET; localization code

ID,. identity of the receiver

Table 1. Definitions of symbols used in scheme

In this section, we provide a comprehensive review of the PAAC-IIoT scheme.
Table [I] presents the symbols used in the scheme and their meanings. The pro-
posed PAAC-IIoT scheme consists of the seven phases: Setup, Key and Credential
generation, User registration, Formulate compliance policies, Instruction sending,
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Compliance verification and Execute instruction. The sequence of the seven phases
is depicted in Figure 2]
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Figure 2. Work flow of PAAC-IIoT scheme

5.2 Setup

The objective of this phase is to establish public parameters, followed by Algo-
rithm [

Algorithm [I] takes the security parameters A and k as input to derive the system
parameters paramsi, paramss and the master key msk. Here, é : G x G — Gr
represents a map of three-prime compound order bilinear groups, while G, G, and
G, denote three subgroups of G. Additionally, G; represents an additive cyclic
group with a generator P, and G, represents a multiplicative cyclic group.

5.3 Key and Credential Generation

This phase is aim to generation keys and certificates. It comprises three algorithms:
TkeyGen, CreGen, and CKeyGen, followed by these steps:

e First, TA executes Algorithm [2] with params; as input to obtain both the TA’s
private key SKr4 and public key PKr4.
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Algorithm 1 Public parameters generation

Input: A\ £
Output: params,, params,, msk

-
e

11:
12:
13:
14:

TA randomly selects p ~ poly(1*)

Let ® = (N = pgr, G, Gr, é)

Randomly select g, € G, g4 € Gy, g- € G,

Select two hash functions: Hy:{0,1}* — Zy and Hy : {0,1}* — G,.
Randomly select hy,..., h, € Gp,

Randomly select a,t11, ..., t1mys -+ tmm, € ZN

Compute ATTy = {hyge", ..., hlgél”"l}, L ATT, = {hagy™, . huge™ ™}
Let params, = {®,{ATT}}, gp, g5, H1, Ha}

TA randomly selects ¢ ~ poly(1¥)

Select e : G; x G; — G9 and three hash functions: H, : {0,1}* — Gy, H, :
{0,1}* = {0,1}" and H, : {0,1}* — Z;

Select x € Z;, msk = x

Compute PK, = zP

Let paramsy, = {G1, G2, Hy, Hy, Hey PK pu }

return params,, params,, msk

Algorithm 2 TkeyGen

Input: params,
Output: SKr4, PK7,

1: TA randomly selects a, 7 € Zy /0

2: Let SKpy4 = ((X./T)

3: Compute U = g, W = g,

4: Let PKTA = (U, W)

5: return SKra, PKra

e Second, TA executes Algorithm [} with params;, the attribute set S of the

sender, and PKr, as input to obtain the sender’s certificate Cre. Here, U(7)
represents the ™ attribute of the senders in S.

Algorithm 3 CreGen

Input: params,, S, PKra
Output: Crey

TA randomly selects t € Zy /0
Compute K = Ugi', L = g,
Compute U = gy, W = g,
Randomly select R; € G,
AKU(i) = h?}(i)Ri’ U(Z) es
Crey = {Kv L, {AKU(i)}}
return Crey
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e Third, TA runs Algorithm @ and inputs params; and PKr4 to obtain the public
key and the private key of Supervisor.

Algorithm 4 CkeyGen

Input: params,, PK1a

Output: SKg, PKg

TA randomly selects a,b € Zy /0
Let SKg = (a,b)

Compute X; = go*, X = W
Let PKs = (X1, X>?)

return SKg, PKg

AN vy

5.4 User Registration

The purpose of this phase is to facilitate user registration, and upon registration, to
enable the user to authenticate locally upon login.

The sender or PM runs Algorithm [, inputs high entropy password PW; and
identity I D;, biometric information BIO;, and obtains localization code: CT;, DT},
ET;, Gen(.), hi(.), Rep(.), 7, t, and stores them in the users’ smart device.

Algorithm 5 User registered
Input: PW,, ID;, BIO;
Output: CT;, DT;, ET;
1: User use Fingerprint sensor get BIO;
2: Compute 05,y = Gen(BIO;, ;)
3: Randomly select £ € Z,
4: Compute SPW,; = hi(PW;||01s4]|%) and send (ID;, SPW;) to TA

5: TA randomly select § € Z, and generate key,, € {0,1}*

6: Compute @; = SPW,; &P keyi,, @ ID;

7: Send @Q; to Sender/Receiver

8: Sender/Receiver computes Q; = Q; @ SPW; @ ID;, CT; = hi(ID;||o10g) D &
9: Compute DT; = hy(ID;]|0104) D Ql

11: return CT;, DT;, ET;

5.5 Formulate Compliance Policies

The purpose of this phase is to establish the compliance policy in the control table,
enabling the computing agent to verify compliance of both the instruction and the
sender.
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After executing Algorithm [f] and successfully logging in, the IIoT device owner
completes the Compliance Policy (CP) in the control table using Boolean-type rep-
resentation and uploads it to Supervisor. To safeguard the CP, Supervisor carries
out the following actions:

Using the CP as input, the shared generator matrix (M, P) is obtained using
the LSSS algorithm [TT], where matrix M represents the shared generator matrix of
CP. The function p corresponds each row’s attribute value in the shared matrix M
to the PP. LSSS is derived to represent attribute values in a CP.

Algorithm 6 User login
Input: PW;, ID;, BIO;
Output: state

1: User use Fingerprint sensor get BIO;
2: Compute Olog = Rep(BIO;, 7;)

3: Compute #* = hy(ID|o},,) D Ci

4: Compute Qz* = hl(IDi||ol*og) & D;

5: Compute SPW* = hy(PW ||}, [|£)
6: Compute Ef = hy(ID;||SPW*||C;||Q:")
7. if Ef == E; then

8  state =1

9: else

10:  state =0

11: end if

. return state

—_
no

To conceal CP, the Supervisor executes Algorithm [7] and inputs the sharing
matrix (M, P) to obtain the GBF. Here, M; represents row ¢ in the M matrix,
and \; represents specific secret values corresponding to attribute values in the
CP. The Supervisor chooses a suitable Garbled Bloom Filter (m,n, k, H,1) — GBF
based on the count of attribute values in the CP. m represents the size of the
GBF, n denotes the count of elements inserted into the GBF (i.e., the count of
attribute values in CP), k stands for the number of hash functions, and H denotes
K independent collision-proof hash function groups (H; : Z, — [1,m]), while [
represents the length of the element bits inserted into the GBF. The Supervisor
inserts the \; corresponding to attribute values into the GBF to contribute to the
policy hiding operation. The whole process is shown in Figure [3|

5.6 Instruction Sending

After successfully executing Algorithm [7, the sender proceeds to Algorithm [§ It
inputs the identity of the sender IDy., the identity of the Supervisor IDg, the
identity of the receiver I D,., paramss, and the operation instruction M;,, to obtain
Mpe=<TS,,,M,,C,f,R >, which is then sent to the Supervisor.
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Algorithm 7 Policy hiding
Input: (M, P)
Output: GBF
1: Receiver randomly selects .v=(s,v1,%2,...,Y) € Z,
2: Compute Cs = g,
3: for i € [1,v.]ength] do
4 AN =v XM,
5. Convert )\; to string !
6
7
8
9

: end for

. Get {A\l} and choose a GBF — (m,n, k, H,1)

. for i € [1,{\l}.length] do

. Randomly select 71,79,73,...,7%_1 € {0, 1}!
10:  Compute ry, =1 Pro@rs@P--- PN
11:  for j e [1,k] do

12: pos; = Hj;(p(i))
13: GBF[pos;| =
14:  end for

15: end for

16: return GBF

Algorithm 8 Sender signcryption
Input: ID,., ID,., IDg, M;,s, params,
Output: 7S,,, M,,C, f, R

1: TA computes SK .. = xH,(ID,.) and sends it to the sender through the secure
channel
Compute PK . = H,(IDs.), PKs,=H,(IDs), PK,. = H,(ID,.)
Randomly select m,n € Z;
Compute M, = mP, C = H(M,,n) @ Mins
Compute Vi = e(PKg,, PK )™, Vo = e(PK e, PK py)"
Compute vy = H.(M,,V1,IDg), vo = H.(M,,V2,ID,.)
Compute f(z) = (z —v1)(x — v2) + n, h = H.(Mips, My, n, ID,.)
Compute R = hSK . + mPK
return 75, M,, C, f, R

5.7 Compliance Verification

The purpose of this phase is to complete the access control through the compliance
verification of instructions and the sender. The process is as follows.

5.7.1 Supervisor Unsigncryption

The Supervisor receives the m,, sent by the sender. TA calculates SK g = 2H,(IDg)
and sends it back to the Supervisor. Subsequently, the Supervisor executes Algo-
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rithm [0} if Supervisor gets My, Supervisor will search it in control table and get
its CP (GBF type).

Algorithm 9 Supervisor unsigncryption

Input: IDg, ID,., TS, M., C,f, R,paramss
Output: TSg, M,, C, f, R

Judge e(R, P) = e(hPK s + M,, PK ;). If it is not true, report an error and

1 if | TS0 — TSnow| < TSpar then
2. Compute V; = e(M,, SKs)
3. Compute v; = H.(M,, Vi, IDg)
4. Compute n = f(v1), Mys = C P H(M,,n)
5. Compute h = H.(M;ps, My, n, ID,)
6:
exit
7. end if

& return M,

5.7.2 Supervisor Processes the Instruction

The Supervisor employs a policy-controlled signature [I2] on the received instruction

M;ys. The Supervisor randomly chooses , f € Z,,,

and computes in part signatures
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o1 =gy, 02 = X7. Then calculate:
A = o1|oo| | PK7a||PK 5| fl| Mins,

R=f @D Hi(e(C, U)||Hi(L)),
¢ = A||R||GBF.

Then, the Supervisor calculates: o3 = Ha(¢)", h = ab.
Output signature is: 0 = {Hy(A), 01,09, GBF, R}. Finally, Supervisor trans-
mits ¢ to the sender.

5.7.3 Sender Generates the Proof

The sender generates the assist-validation code for compliance verification using
BFs. Only the sender’s instruction complying with the CP can successfully pass the
compliance verification.

When the GBF matches the BF, both the BF constructed by the sender and
the GBF constructed by Supervisor share identical parameters. By leveraging the
index positions on the BF, the hidden secret share {);} within the GBF can be
deciphered. The detailed process is as follows:

1. The sender transforms its own attribute values to BF's and then inserts them
into the BF to figure out pos; = H;(p(j)), € [1, k] when the attribute value is
p(j). Then let BF[pos;] = 1. The position pos; of BF[pos,] = 1 in the BF and
the position of partial secret share of {\;} in the GBF are the same.Namely,
existence of BF[pos;] =1 — GBF[pos;] = 1.

2. Each attribute value that complies with the CP can be recovered by the BF
with the matching {\;}, as follows:

)\Z‘ZT]_@TQ@T?,@"'@Tk.

,,,,,

validation code:
Ci = gZA%ATTZ,}%, D; = g,Y.

The sender sets a separate BF for each attribute value, and computes the corre-
sponding assist-validation code for each BF. The sender checks whether the equation
e(gp, 02) = e(X71, 01) holds or not. If not, the sender outputs “rejection”. Otherwise,
there exist constants {w; € Zy }ies satisfying .., wiAi = s in time polynomial in
the size of the share-generating matrix M. The sender uses {C;, D;} to calculate

0 =e(Cy,K)/ (He(c,-, L)e(Di,AKU(Z-))“i> :

icl
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After that, computes:

fi = RED Hy 11 (0)),

1 = 01||oo|[PKral[PKs|| f1|| Mins| | R|| GBF .
Sender computes proof = (e(Hz(v1),X1), H3(¢1)), and transmits it to Supervi-

sor. The Supervisor computes proof™ = (e(o3, g,), Hs(p1)), verifies proof™ = proof.
Upon successful validation, sends the m., = (T'Ss, M,,C, f, R) to Receiver.

5.8 Execute Instruction

Upon receiving the message m,, sent by the Supervisor at time, TA calculates
SKp, = xH,(IDp,) and sends it back to the receiver through the secure channel.
The receiver receives the instruction M, after successfully executing Algorithm [I0]
The receiver subsequently executes M, to complete the operations it contains.

Algorithm 10 Receiver unsigncryption
Input: ID,., TSg, M,, C, f, R, params,
Output: M,
1 if |TSs — TSnow| < TSpmas then
2. Compute Vo = e(M,, SK )
3. Compute vy = H.(M,, Vs, ID,.)
4. Compute n = f(v2), Myps = C P H(M,,n)
5
6

Compute h = H.(M;,s, My, n, ID,.)
Judge e(R, P) = e(hPK,. + M,, PK ,,3). If it is not true, report an error and
exit

7. end if

8 return M;,,

6 SECURITY ANALYSIS
6.1 Correctness

In this section, we analyze the correctness of the proposed scheme. We need to
check that the policy-control signature in the scheme functions correctly under the
condition that the attribute set S satisfies the requirements of the permission policy.
The sender should be able to transform its attribute S set into the corresponding
BF set and then use the BF to generate the auxiliary verification code. And then
we use the assist-validation code to reconstruct {w;};er according to the attributes
of the LSSS matrix ), ., Aiw; = s, which can recover s. The detailed derivation
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process is as follows:
_ e(Cs, K)
(Mecs e(Cr L)e(Ds, ARy, ))
e(95: 9,95

(Hiel e(Cy, L)e(D;, AKU(i) )wl)

sat

e(gp, gp)sae(gpa gp)
(Mics (g™ ATT S gh)elgh hur, )

sat

_ e(9p, 9p)**€(9p; 9p)
e(gzm gp)at Sier Aiwi

=e(Cy,U).

Upon calculating e(Cy, U), the sender can generate a proof to pass the compliance
verification
The correctness of instruction signcryption during transmission is as follows:

e(R, P) = e(hvH,(IDy) +mxP, P)
2(hH,(ID.) +mP), P)

=€

= e(hHy(ID4.) + mP,xP)

(
(
(
= e(hPK j + My, PK ).

6.2 Unforgeability

Theorem 1. The scheme of compliant verification is said to be unforgeable un-
der a selectable message attack if it satisfies the CDH problem assumption under
a random oracle.

Proof. Assume there exists an attacker A who can execute a game in which unforge-
ability exists and win by a non-neglectable margin. That is, the CDH problem has
been solved. The proof process consists of a sequence of games. Input (G, p, g, g%, ¢°)
as an instance of the CDH problem, which satisfies a,b € Z,,g € G.

6.2.1 Setup

The challenger F' executes the algorithms , , and F randomly chooses k € Zy /0,
and sets X = g)’,f“, X, = Wk as the public key of signer. F generates them as public
parameters to the attacker A.
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6.2.2 Inquiry Stage

A performs gy, hash H; random oracle query, gg, hash Hs random oracle query,
qco certification oracle query and gso signing oracle query, respectively.

1. Hash random oracle query:

e H;: Challenger F' maintains the list Listy, of oracle H;. Assuming that
A can make up to gg, times hash H; random oracle query at most. For a hash
with parameter w, F' randomly selects {1 € Zy and computes H;(p) = 5.

e H,: Challenger F' maintains the list Listy, of oracle Hs. Assuming that
A can make up to ¢, times hash H, random oracle query at most. F' receives
the result of the query sent by A for message m;, checks whether it exists
in the Listy,. Returns the result in the list if it exists; otherwise, randomly
selects an integer v € [1, qp,] and does the following:

When i # «, F randomly chooses Iy € Zy, computes Ha(ms) = géf and returns
it to A. When i = ~, F computes Hy(m;) = g% and returns it to A.

2. Certification oracle query: Run the CreGen to produce certificates Crey ;) for
the set of attribute values and return Crey;) to A.

3. Signing oracle query: A performs a signing oracle query, inputs C'P* and m*,
then runs the sign algorithm. By inputting C'P* and thus obtaining GBF*, A
randomly chooses 7, f € Z,,, and computes part of signature oy = g, 09 = X7,
then calculates:

A = o1|oof|[PKral|[PKs|| f|| Mins|| GBF,

R = ,f@Hl(e(Cs>U)||H1(A)>7
© = A||R||GBF™.

F maintains the list Listg;g, and then checks the equation: Hy(p) = gf,.

If the equations are not equal, bring I, in signing oracle query that makes o3 =
X2 Otherwise the output fails and the sign algorithm returns the signature o.

6.2.3 Forging Stage

At the end of the inquiry stage, A generates a forged signature ¢* on the new
message m* and the compliance policy CP* and if the signature is not queried in
List g, and is valid, A is said to have succeeded in forging the signature and wins
the game. Let Succgy_cpma = € be the probability that A wins the game, and A
first makes a hash random oracle query, so we require that ¢; < qm,, Only then
o5 = Hy(m*)* = (¢*)**, A will have a probability of signing successfully on the
message m*, and wins the above game.



794 L. Meng, F. Yu, D. Jiang, J. Xi, S. Cao, Z. Zeng

In conclusion, the probability that A wins the game and forges a signature

oy = Hy(m™)* = (¢*)* on message m* is less than ((1 — -)#="")?. That is,
2

if and only if ks = a.F returns o} = ggb as the output of a CDH problem with

non-negligible probability.

7 PERFORMANCE ANALYSIS

Our experimental environment consists of a Dell computer with a 12th-generation
Intel i7-1700 processor (2.10 GHz) and 16 GB of memory, and a Raspberry Pi 4
Model B with a 1.5 GHz quad-core Cortex-A72 CPU and 4 GB of memory. The
performance of the scheme is tested using the JPBC library with typeAl and typeA

curves.

(s)

Figure 4. Time cost of processing instructions by resource-constrained device

Figure [] and Figure [§] show the changes in time cost for compliance verification
under varying instruction numbers. The experimental environment of Figure [ is
a Raspberry Pi 4 Model B, used to test the time cost on a resource-constrained de-
vice. Processing 2500 instructions took 2478 seconds. Figure [§] shows the time cost
on a Dell computer with strong computing resources. Processing 2 500 instructions
took 117 seconds. By using devices with strong computing resources, production ef-
ficiency is improved. However, resource-constrained devices still provide acceptable
time costs, which helps to reduce overall production expenses.

Figure [6] shows the time cost of instruction transmission compared to related
schemes. We test sender signcryption and Supervisor unsigncryption on a Dell
computer. The receiver unsigncryption is tested on a Raspberry Pi 4 Model B to
simulate an IToT environment. In the PAAC-IIoT scheme, the running time of sender
signeryption is 97 ms, GN unsigncryption is 419 ms, and receiver unsigncryption is
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Figure 5. Time cost of processing instructions by strong computing devices

"0 PAAC-IOT
7001 mmm cSUAC-IOT
EEE CP-ABSC-MioT
600
500 |
T
E 400 M
>
[+
3
8 300 4
200
126
gy 112
100 -
34 42
X i o

p
Sender Signcryption CA Unsigncryption Receiver Unsigncryption
Algorithms

Figure 6. Comparison of time cost in instruction transmission

34ms. The overhead of the proposed algorithms is lower than that of CSUAC-
IOT [8] and CP-ABSC-MIIoT [I3], and all are within a reasonable time range.

From Figure [7], we take the interval of 10 as the number of attributes in CP to
test the computational overhead of generating proof when the sender has different
numbers of attributes in CP. The test results show that the computational overhead
of generating proof also increases with the increase of the number of attributes.
When there are 100 attributes in the CP, the computation delay at the sender is
approximately 2400 ms, which is considered reasonable.
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Figure 7. Time cost in proof generation

8 CONCLUSION

To mitigate security threats like non-compliant operations and malicious message
tampering in IIoT device remote operation, this paper proposes an access control
scheme named PAAC-IIoT. By hiding the compliance policy, performing compliance
verification and using multi-verifier signcryption, PAAC-IIoT secures instruction
transmission and protects sender privacy. Security analysis and experiments demon-
strate that PAAC-IIoT effectively prevents forgery and tampering while maintaining
an appropriate computational cost, thereby ensuring the security of IToT remote op-
erations. In future work, we aim to introduce blockchain to prevent tampering of
instruction logs.
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